IBM Sametime software family
Your world. Your way.

IBM Sametime 8.5.2
Tuning Guide

IBM Collaboration Solutions Performance Team
December 2011




Contents

Sametime Unified Telephony 8.5.2...........eeeiiiiiiiiiiiiiiiiiiie e 4
TUNING StEPS...uuueeiiiiiie e, 4
Sametime Community Server 8.5.2.........uuuiiiiiiiiieiiiiiiiii i 5
Tuning Steps......ueeeeiiiiie e 5
Sametime Proxy Server 8.5.2.......ccuuueiiiiiiiiiii i 6
Tuning Steps......eweeiiie e 6
Sametime Media Manager 8.5.2.........c.uuueiiiiiiiiiiiii i 9
TUNING SEEPS. .ottt 9
Sametime MeetingServer 8.5.2..............ooeeeiiiiieieiiiiiiis 11
TUNING SEPS. ettt 11

IBM Sametime 8.5.2 Tuning Guide 2



EXECUTIVE SUMMARY

This report documents the tuning steps that were used by the IBM Sametime
performance team when conducting the performance measurements on the Sametime
servers.

The report includes tuning of:
e Sametime Unified Telephony Servers
* Sametime Community Servers
e Sametime Proxy Servers
* Sametime Media Managers
e Sametime Meeting Servers

These items are not considered the "one-size-fits-all" solution for optimizing performance,

but are instead a list of items that our team needed to adjust in order to maximize
performance on our specific platform and equipment.
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Sametime Unified Telephony 8.5.2

Tuning steps

Note: These tuning steps were used by the performance team running SUT on ESXi. ESXi is the simplest
and easiest way to get started with virtualization with no extra cost.

The deployment consists of three ESXi hosts. Telephony Application Server (TAS) is deployed on one ESXi
host, so as the Media Server (MS), the third ESXi host is installed with both primary and secondary TCS.

The following tunings apply to TAS, TCS and the off-board MS unless stated otherwise:

1. Turn off hyperthreading. At the BIOS level, turn off hyperthreading, verify hyperthreading is off on
VSphere summary page.

2. Install VMware tools to enhance graphics performance. Details of the installation can be found at:
http://www.vmware.com/support/ws55/doc/new_guest_tools_ws.html

3. Change TAS and MS network adapter to VMXNET 3. VMXNET 3 is the next generation of
paravirtualized NIC designed for performance.

4. For TAS, allocate 4 vCPU, 10G of RAM to VM TAS, allowing 2G of extra RAM for ESXi overhead.

5. For 64-bit SUSE Linux TAS, edit /enterprise/common/conf/DaemonConfig.xml file to change
FrameworkContainer setting as the following to increase the headroom for the JVM.

-Xms2432m -Xmx2432m -Xmn256m -Xmo2176m

6. Allocate 8 vCPU, 10G of RAM to VM MS.

7. For 64-bit SUSE Linux MS, edit /enterprise/common/conf/DaemonConfig.xml file to change
FrameworkContainer setting as the following to increase the headroom for the JVM.

-Xms2432m -Xmx2432m -Xmn256m -Xmo2176m

8. Cluster TCS are co-located on the same machine, so the tunings are identical on each node. Allocate 4
VCPU, 6G of RAM to each TCS node. Ensure the host machine has at least extra 2G of physical RAM for
ESXi overheads in additional to the RAM allocated to TCS.
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Sametime Community Server 8.5.2

Tuning steps
After installing Sametime Community Server, perform the following steps:
1 Change Windows registry entry MaxUserPort. The Sametime Server installation process sets this

registry entry to 20,000. In order to support more users up to 60,000 on one Sametime server, this registry
need to set to 65534,

\\HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\MaxUserPort=0x000
0Offfe(65534)

2 In Sametime.ini file : change VPMX_CAPACITY from 20000 to 100000
The default value of this parameter in Sametime.ini is 20,000, this also limits the login users. To support
more users on one Sametime server, this number should be increased.

3 Increase heap size for stpresencesubmgr process in Sametime.ini file under [stpresencesubmgr] section,
increase maximum heap setting from -Xmx1024m to -Xmx1280m.

Increasing the maximum heap size will improve the server performance when setting 33,000 users login
within the first hour.

4 Please refer to the following link for optimizing the Sametime server name look-up performance:
http://www-10.lotus.com/Idd/stwiki.nsf/dx/Optimizing_Name_Lookup_Sametime_server#Sametime+ini+file
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http://www-10.lotus.com/ldd/stwiki.nsf/dx/Optimizing_Name_Lookup_Sametime_server
file:///\\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\MaxUserPort=0x0000fffe(65534)
file:///\\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\MaxUserPort=0x0000fffe(65534)

Sametime Proxy Server 8.5.2

Tuning steps

1. Enable verbose GC for the JVM. While not a tuning per-se, it does allow us to collect diagnostic
information without having to re-create any memory issues that may pop up.

‘ On WAS console: Application servers -> STProxyServer -> Process Definition -> Java Virtual machine

2. Set Java heap size:
On WAS console, Application servers -> STProxyServer -> Process Definition -> Java Virtual machine

Min=256, Max=1280 for 32 bit OS
Min=256, Max=1920 for 64 bit OS

3. Adjust web container transport chain settings:
On WAS console, Application servers -> STProxyServer -> Web container transport chains
HttpQueuelnbountDefault

- Set max open connections to 2x the number of expected concurrent max users
- Change inactivity timeout to 120 seconds

HttpQueuelnbountDefaultSecure

- Set max open connections to 2x the number of expected max concurrent users
- Change inactivity timeout to 120 seconds

HttplnboundChannel

- Change read timeout to 90 seconds
- Change write timeout to 90 seconds
- Change persistent timeout to 60 seconds

4. Increase object cache instances
On WAS console, Resources -> Cache instances -> Object cache instances
Access Control Objects

‘ - Set to 2x the number of expected max concurrent users

Real Time Session Objects

‘ - Set to 2x the number of expected max concurrent users

STProxySTUserMap

‘ - Set to 2x the number of expected max concurrent users

5. Increase web container threads
On WAS console, Application servers -> STProxyServer -> Web container -> Session management
Maximum in-memory session count

- Set to 1x the number of expected max concurrent users

6. Increase log and trace file settings
On WAS console, Logging and Tracing -> STProxy Server -> JVM Logs
System.out

- Set file size maximum to 10mb
- Set maximum number of historical log files to 20

System.err

- Set file size maximum to 10mb
- Set maximum number of historical log files to 20

7. Increase available TCP ports
OS level tuning:
Linux:
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\ ulimit command

Windows (32 bit)
Use regedit command

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters]
"TcpNumConnections"=dword:00fffffe

Windows (64 bit)

dynamicport tcp start=1025 num=60000"

"netsh int ipv4 show dynamicport tcp” should be 60000 max. To increase use "netsh int ipv4 set

8. Increase JDBC connections (for iPhone users)

On WAS console,Resources -> JDBC -> Data Sources -> STProxyDataSource -> Connection Pool

Properties

‘ Set maximum connections to 1x the expected number of maximum concurrent iPhone users

9. Increase LTPA token timeout
On WAS console,Resources -> Security -> Global security -> LTPA

‘ Change LTPA timeout to 720 minutes

Sametime Community Server, names.nsf

\ Change LTPA timeout to 720 minutes

10. Enable full text indexing (only applies to Domino LDAP)
Bring up a Lotus Notes client, select “Properties” of your Domino Directory under Workspace

Database

Databaze = not full kext indexed

Create |ndex... Delete Index...

Go to the "magnifying glass" tab and select "create index", use the defaults and click OK.
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Create Full-Text Index K K

¥ Index encrypted fields

[ Index sentence and paragraph breaks (word breaks are always indexed)
[ Enable caze-sensitive searches [when searching, use the EXACTCASE keyword)

Update frequency [servers only) | Immediate ;I

A full-text index will optimize this database'’s search capabilities, but will alzo take up dizk
space and affect perfarmance.

For server bazed databases, check with your system adminiztrator before creating a
full-text index or changing the update frequency.

For more information on index zize and ophons, refer ko Notes Help.

oK | | Cancel
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Sametime Media Manager 8.5.2

Tuning steps

Note: The settings are specific to Windows 2008 server installations and are recommended in highly
scalable customer deployments.

Proxy/Registrar Server:

1. Change WAS settings for the STMediaServer

Using WAS Administrator Console make the following changes in Servers -> Server Types -> Websphere
Application Servers -> STMediaServer

Change Java VM startup parameters.
Server Infrastructure -> Java Process Management -> Process Definition -> JVM ->

Max Heap size: 512
Min Heap size: 512
Add to Generic JVM arguments: -Xgcpolicy:gencon -Xmn128m

Then restart the WAS server.

Conference Manager Server:

1. Using WAS Administrator Console make the following changes in Servers -> Server Types ->
Websphere Application Servers -> STMediaServer

Change Java VM startup parameters.
Server Infrastructure -> Java Process Management -> Process Definition -> JVM ->

Max Heap size: 512
Min Heap size: 512
Add to Generic JVM arguments: -Xgcpolicy:gencon -Xmn128m

Then restart the WAS server.

Packet Switch Server:

1. Change WAS settings for the STMediaServer

Using WAS Administrator Console make the following changes in Servers -> Server Types -> Websphere
Application Servers -> STMediaServer

Change Java VM startup parameters.
Server Infrastructure -> Java Process Management -> Process Definition -> JVM ->

Max Heap size: 512
Min Heap size: 512
Add to Generic JVM arguments: -Xgcpolicy:gencon -Xmn128m

2. Network Tuning
Make the following AFD registry changes to optimize Windows UDP Networking

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AFD\Parameters

"FastCopyReceiveThreshold"=dword:000005dc
"FastSendDatagramThreshold"= dword:000005dc

Then reboot the server.

Turn Server:
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1. Change TurnServer Properties
Edit the turnServer.properties file to include:

turn.thread.count=32
ice.nioAgents.num=32
turn.local.send.buffer.size=2000
turn.local.receive.buffer.size=2000

2. Change the JVM run parameters
Include these JVM memory related parameters:

-Xgcpolicy:gencon -Xms512m -Xmx512m -Xmn128m

3. Network Tuning

Make the following AFD registry changes to optimize Windows UDP Networking

shold"=dword:000005dc"FastSendDatagramThreshold"= dword:000005dc

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AFD\Parameters"FastCopyReceiveThre

Then reboot the server.

Sametime Meeting Server 8.5.2

Tuning steps

Note: These items are not considered "one-size-fits-all" solution for optimizing performance, but are instead
a list of items that our team needed to adjust in order to maximize performance on our specific platform and
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equipment. It is recommended that these items are adjusted with proper consideration instead of being
blindly followed and implemented.

Operating System Specific Items:

2003 Server Win32 OS Specifics

If more than 4Gb of memory is available on a machine, modify the boot.ini file for /PAE operation (this allows
use of physical memory beyond 4Gb). Memory can be monitored using perfmon to determine if memory
beyond the 4Gb line is needed for a given Win32 server.

Make the following TCP/IP registry changes to optimize Windows 2003 32-bit Networking
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters]
"MaxUserPort"=dword:0000fffe
"MaxHashTableSize"=dword:0000ffff
"TcpTimedWaitDelay"=dword:0000001e

Disable Microsoft Scalable Network Pack by using the following Registry settings
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters]
"EnableTCPChimney"=dword:00000000
"Enable TCPA"=dword:00000000
"EnableRSS"=dword:00000000

Increase the Windows socket backlog to handle a larger quantity of simultaneous HTTP requests. The
default backlog works for a number of users less than 400, however when the number of users is increased
and they all simultaneously make an HTTP request (i.e. for a very large number of users attending the same
meeting), then the first ~400 will be served, but the remainder will be denied and will instead see HTTP-500
responses. Applying the following registry settings will increase the backlog to 4096, and lower the
robability of this problem occurring as user levels are increased across our workloads:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AFD\Parameters]
"EnableDynamicBacklog"=dword:00000001
"MinimumDynamicBacklog"=dword:00000040
"MaximumDynamicBacklog"=dword:00004000
"DynamicBacklogGrowthDelta"=dword:00000040

Note: For higher capacity beyond that reached for Sametime 8.5/8.5.1, it is necessary to increase this
backlog for a very large number of users attending the same meeting, since there are large simultaneous
requests occurring for connectivity (i.e. 2nd connection in addition to HGET connection when needed).

RedHat Linux OS Specifics
Append the following changes to the /etc/sysctl.conf file. The system will need to be rebooted for these
changes to take effect.
# disable SYN cookies
# Note: make sure this syncookies=1 item is commented out (it will already exist in this file).
net.ipv4.tcp_syncookies=0

# increase the TCP backlog to increase simultaneous new connection creation abilities
net.ipv4.tcp_max_syn_backlog=200000
net.core.somaxconn=200000

# increase and recycle TCP connection blocks for reuse in an optimal manner
net.ipv4d.max_tw_buckets=2000000

net.ipv4.tcp_fin_timeout=15

net.ipv4.tcp_tw_reuse=1

net.ipv4.tcp_tw_recycle=1
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net.ipv4.tcp_keepalive_time=1800

# disable Selective Acknowledgements for 1GBps networking
net.ipv4.tcp_sack=0

net.ipv4.tcp_dsack=0

net.ipv4.tcp_timestamps=0

#increase kernel memory by doubling the default (check your system first!)
#the value of this item will be related to the memory in your system

# sysctl -a | grep min_free

vm.min_free_kbytes=393216

vm.swappiness=0

# manage the TCP network buffer sizings
net.core.rmem_default=87830
net.core.wmem_default=65536
net.core.rmem_max=131072
net.core.wmem_max=131072
net.core.optmem_max=131072
net.ipv4.tcp_rmem=4096 87380 131072
net.ipv4.tcp_ wmem=4096 65536 131072
net.core.netdev_max_backlog=200000

Increase System Diagnostic Settings:

WAS Logging and Tracing
WAS Admin Console port changed for Sametime 8.5 eMeetings server.

The default admin console for WAS is typically accessed using port 9060. However, the Sametime 8.5

eMeetings server has reconfigured this default port to 8500 so that there will be no conflicts if another WAS

server is already setup on the same system. Therefore, the proper URL to access the Admin Console will

be:

http://yourserver.company.com:8500/ibm/console

Troubleshooting -> Logs and trace

» then click on the STMeetingServer link

» then click on the Diagnostic Trace link

» under General Properties, set the Maximum File Size to 200 MB

» press Apply
» click on the Save link

Troubleshooting -> Logs and trace

» then click on the STMeetingServer link
» then click on the JVM Logs link

e press Apply
» click on the Save link

Repeat above steps for STMeetingHttpProxy

» under General Properties, set the Maximum Number of Historical Files to 50

» under General Properties, System.out section, set the Maximum File Size to 100 MB
» under General Properties, System.out section, set the Maximum Number of Historical Files to 50
» under General Properties, System.err section, set the Maximum File Size to 100 MB
» under General Properties, System.err section, set the Maximum Number of Historical Files to 50

IBM Sametime 8.5.2 Tuning Guide
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WebSphere Server Items:

WAS General Areas (WAS 7.x)

LDAP Context Pool
In order to handle a large set of LDAP operations, the Context Pool between WAS and LDAP needs to be
optimized by setting the following items.

Note: This may also require a LDAP server optimization as well in order to handle a large number of

LOGIN/BIND requests simultaneously. This particular setting only manages the pool between WAS and

LDAP. For LOGIN/BIND operations, this pool is bypassed and WAS connects directly to LDAP (make sure
our LDAP server can handle the volume of connections based on your login rate/profile).

Security -> Global security

* under the User account repository section, press the Configure... button beside the Available realm
definition (set to Federated repositories).

* press your LDAP Repository Identifier link (the default installer currently names this item
"MeetingLdap")
¢ atthe bottom of the page under the Additional Properties section, press the Performance link

¢ under the General Properties Caches section (this is to accommodate 20,000 users logging in to this
server, a 4:1 ratio)
--set the "Cache the Attributes" Cache size to 80000 Entries
--set the "Cache the search results" Cache size to 80000 Entries

e press Apply

¢ click on the Save link

LTPA Token Timeout
Since the WebClient does not re-request LTPA tokens (like the rich client) prior to expiration, so the token
timeout needs to be extended to ensure WebClient doesn't timeout during the middle of a test.

Security -> Global security
e under the Authentication section, click on the LTPA link

¢ under the "LTPA timeout" section
--set the "LTPA timeout" value to 600 minutes

* pressApply
¢ click on the Save link

WAS — STMeeting Server Application

Enable JVM verbose GC and set JVM heap for GENCON
In order to monitor WAS JVM heap for specific applications, enable the JVM verbose GC logging for the
desired WebSphere application servers of interest.

Servers -> Server Types -> WebSphere application servers

* then click on the STMeetingServer link

¢ under the "Server Infrastructure” section, expand the Java and Process Management tree
¢ click on the Process definition link

¢ under the "Additional properties" section, click on the Java Virtual Machine link

* under the "General Properties” section, make sure the Verbose garbage collection checkbox is
checked
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under the "General Properties" section, make sure the Minimum heap size field is 1024

under the "General Properties" section, make sure the Maximum heap size field is 1024

under the "Generic JVM arguments" section, append to anything already in this file
-Xgcpolicy:optavgpause

under the "Generic JVM arguments" section, also append to anything already in this file
-Dsun.nio.MaxDirectMemory Size=805306368

press Apply
click on the Save link

Enable DynaCache to create instances at startup

Servers -> Server Types -> WebSphere application servers

then click on the STMeetingServer link

under the "Server Infrastructure” section, expand the Java and Process Management tree
click on the Process definition link

under the "Additional properties" section, click on the Java Virtual Machine link

under the "Additional properties” section, click on the Custom properties link

click the NEW button to create a new property

add the property: com.ibm.ws.cache.CacheConfig.createCacheAtServerStartup

set the value of this new property to: true

press Apply

click on the Save link

Security Cache Properties

Servers -> Server Types -> WebSphere application servers

then click on the STMeetingServer link

under the "Server Infrastructure" section, expand the Java and Process Management tree
click on the Process definition link

under the "Additional properties” section, click on the Java Virtual Machine link

under the "Additional properties" section, click on the Custom Properties link

click the NEW button to create a new property

add the property: com.ibm.websphere.security.util.authCacheMaxSize

set the value of this new property to: 80000 (for 20000 users... a 4:1 ratio)

press Apply

click on the Save link

Webcontainer HTTP Sessions

Servers -> Server Types -> WebSphere application servers

then click on the STMeetingServer link

under the "Container Settings" section, expand the Web Container Settings tree
click on the Web container link

under the "Additional properties” section, click the Session management link

under the "General Properties" section, set the Maximum in-memory session count: to 6000 (for
20000 users.. 30% concurrent)

press Apply
click on the Save link

IBM Sametime 8.5.2 Tuning Guide
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Webcontainer HTTP Persistent Connections

Servers -> Server Types -> WebSphere application servers

then click on the STMeetingServer link

under the "Container Settings" section, expand the Web Container Settings tree

click on the Web container transport chains link

click on the WCInboundDefault link

click on the HTTP inbound channel (HTTP 2) link (PORT 9080)

under the "General Properties" section, set the "Persistent timeout" field to 600 seconds

under the "General Properties/Persistent connections" item, set the radio button to select Unlimited
persistent requests per connection

press Apply
click on the Save link

Webcontainer HTTP SSL Persistent Connections

Servers -> Server Types -> WebSphere application servers

then click on the STMeetingServer link

under the "Container Settings" section, expand the Web Container Settings tree

click on the Web container transport chains link

click on the WCInboundDefaultSecure link

click on the HTTP inbound channel (HTTP 4) link (PORT 9443)

under the "General Properties" section, set the "Persistent timeout" field to 600 seconds

under the "General Properties/Persistent connections" item, set the radio button to select Unlimited
persistent requests per connection

press Apply
click on the Save link

Webcontainer TCP Inactivity Timeout

Servers -> Server Types -> WebSphere application servers

then click on the STMeetingServer link

under the "Container Settings" section, expand the Web Container Settings tree
click on the Web container transport chains link

click on the WCInboundDefault link

click on the TCP inbound channel (TCP #) link

under the "General Properties" section, set the "Inactivity timeout" field to 630 seconds
press Apply

click on the Save link

Webcontainer SSL TCP Inactivity Timeout

Servers -> Server Types -> WebSphere application servers

then click on the STMeetingServer link

under the "Container Settings" section, expand the Web Container Settings tree
click on the Web container transport chains link

click on the WCInboundDefaultSecure link

click on the TCP inbound channel (TCP #) link

under the "General Properties" section, set the "Inactivity timeout" field to 630 seconds
press Apply
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click on the Save link

Disable the previously Enabled ChannelWriteType mode

then click on the STMeetingServer link
under the "Container Settings" section, expand the Web Container Settings tree

click on the Web con

tainer link

Servers -> Server Types -> WebSphere application servers

under the Additional properties section, click on the Custom properties link
locate and delete the property named com.ibm.ws.webcontainer.channelwritetype

press Apply
click on the Save link

Note: This item was added to the installation in 8.5/8.5.1 timeframe. Until it gets removed by the installer,
this item needs to be removed manually. If OutOfMemory condition is observed in native heap, re-visit this
item.

WAS - BASE/Foundation

DynaCache Object Cache Settings

The following cache settings were used to accommodate 20,000 users logging into the server (30%
concurrency, puts 6000 of these in rooms, no cluster, WAS Proxy is in front of WebSphere AppServer).

Mew Delets

Select| Name

w

b INDI name 3

£

You can administer the following rescurces:

Access Control Objects
Appshare cache

DaocShareServices cache

services/cache/accesscontrol
services/cache/appshare

services/cache
fdocShareServices

Docshare cache

Eiection Cache

Group Membership Cache

Eolicy Assignment Cache

services/cache/docShare
services/cache/ejections

services/cache
/groupMembership

services/cache

/policyAssignment

Eolicy Cache

Proxy Cache Store

RealTimeSession Objects

Rtcdweb Id Cachel

Btcdweb Update cache

SCCS

SCCS DN

VMMService Cache

WSSecureMap

Total 16

services/cache/policy

proxy/DefaultCachelnstance

services/cache/rtcdweb

proxy/ricdweb_id_cache

services/cache/rtcdweb_update
dmap/sccs

dmap/sccs_dn
services/cache/vmmservice

ws/WSSecureMap
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Scope

Node=perfServer0iMeeatingNode, Server=5TMeaetingServer
MNode=perfServer01MeetingNode,Server=5TMeetingServer

Node=perfServer0iMeeatingNode, Server=5TMeaetingServer

Node=perfServerl1MeetingNode, Server=5STMastingServer
Node=perfServerliMeetingNode, Server=5TMeetingServer

Cell=perfServer01MesatingCell

Cell=perfServer0iMeeatingCell

Cell=perfSarver01MeatingCell

Node=perfserverl2ZMestinglode, Server=5TMeetingHttpProsy

Node=perfServer0iMeeatingNode, Server=5TMeaetingServer

Node=perfserver0ZMeetingMode, Server=5TMeetingHttpPraxy

Node=perfServer0iMeetingNode,Server=5TMeetingServer
Node=perfServer01MeeatingNode, Server=5TMeaetingServer
Node=perfServer0iMeetingNode,Server=5TMeetingServer
Node=perfServer0iMeatingNode, Server=5TMaetingServer

Node=perfServer0iMeetingNode, Server=5TMeastingServer

ey

Cache size ;

8000
5000

600

500
400

2000
128000
100
24000
1000
1000

1000
4000
2000
54000

24000
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WAS Proxy Server Items:

Enable JVM verbose GC and set JVM Heap for GENCON
In order to monitor WAS JVM Heap for specific applications, enable the JVM verbose GC logging for the
desired WebSphere application servers of interest.

Servers -> Server Types -> WebSphere proxy servers

then click on the STMeetingHttpProxy link

under the "Server Infrastructure" section, expand the Java and Process Management tree
click on the Process definition link

under the "Additional properties" section, click on the Java Virtual Machine link

under the "General Properties" section, make sure the Verbose garbage collection checkbox is
checked

under the "General Properties" section, make sure the Minimum heap size field is 1024

under the "General Properties" section, make sure the Maximum heap size field is 1024

under the "Generic JVM arguments" section, append to anything already in this file
-Xgcpolicy:optavgpause

under the "Generic JVM arguments" section, also append to anything already in this file
-Dsun.nio.MaxDirectMemorySize=1610612736

press Apply
click on the Save link

Webcontainer HTTP Persistent Connections

Servers -> Server Types -> WebSphere proxy servers

then click on the STMeetingHttpProxy link

under the "Proxy Settings" section, expand the HTTP Proxy Server Settings tree

click on the Proxy server transports link

click on the HTTP_PROXY_CHAIN link

click on the HTTP inbound channel (HTTP 3) link

under the "General Properties" section, set the "Persistent timeout" field to 615 seconds

under the "General Properties/Persistent connections" item, set the radio button to select Unlimited
persistent requests per connection

press Apply
click on the Save link

Webcontainer HTTPS Persistent Connections

Servers -> Server Types -> WebSphere proxy servers

then click on the STMeetingHttpProxy link

under the "Proxy Settings" section, expand the HTTP Proxy Server Settings tree

click on the Proxy server transports link

click on the HTTPS_PROXY_CHAIN link

click on the HTTP inbound channel (HTTP 4) link

under the "General Properties" section, set the "Persistent timeout" field to 615 seconds

under the "General Properties/Persistent connections" item, set the radio button to select Unlimited
persistent requests per connection

press Apply
click on the Save link
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Webcontainer TCP Inactivity Timeout

Servers -> Server Types -> WebSphere proxy servers

then click on the STMeetingHttpProxy link

under the "Proxy Settings" section, expand the HTTP Proxy Server Settings tree
click on the Proxy server transports link

click on the HTTP_PROXY_CHAIN link

click on the TCP inbound channel (TCP #) link

under the "General Properties" section, set the "Inactivity timeout" field to 645 seconds
press Apply

click on the Save link

Webcontainer SSL TCP Inactivity Timeout

Servers -> Server Types -> WebSphere proxy servers

then click on the STMeetingHttpProxy link

under the "Proxy Settings" section, expand the HTTP Proxy Server Settings tree
click on the Proxy server transports link

click on the HTTPS_PROXY_CHAIN link

click on the TCP inbound channel (TCP #) link

under the "General Properties" section, set the "Inactivity timeout" field to 645 seconds
press Apply

click on the Save link

HTTP Body Maximum body buffer Size

Servers -> Server Types -> WebSphere proxy servers

then click on the STMeetingHttpProxy link
under the "Proxy Settings" section, expand the HTTP Proxy Server Settings tree
click on the Denial of service protection link

under the "General Properties” section, set the "Maximum request body buffer size" field to 128 KB

under the "General Properties" section, set the "Maximum response body buffer size" field to 128 KB

press Apply
click on the Save link

Disable Access Logging

Servers -> Server Types -> WebSphere proxy servers

then click on the STMeetingHttpProxy link

under the "Proxy Settings" section, expand the HTTP Proxy Server Settings tree
click on the Proxy settings link

under the "Logging" section, uncheck the "Enable access logging" checkbox
press Apply

click on the Save link

Setup Thread Pools

Servers -> Server Types -> WebSphere proxy servers

then click on the STMeetingHttpProxy link
under the "Additional Properties" section, click on the Thread pools link
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* Click on the "Default" pool, and set the Minimum Size and Maximum size both to 50

* Click on the "Proxy" pool, and set the Minimum Size and Maximum size both to 50

* Click on the "WebContainer" pool, and set the Minimum Size and Maximum size both to 50
e press Apply

¢ click on the Save link

Required Custom Properties for eMeeting High Performance

Servers -> Server Types -> WebSphere proxy servers
* then click on the STMeetingHttpProxy link
¢ under the "Proxy Settings" section, expand the HTTP Proxy Server Settings tree

¢ click on the Proxy settings link

« under the "Additional Properties" section, click on the "Custom properties" link

» make sure the following properties are present (or use NEW to create them if necessary):
Name:cache.query.string Value:true
Name:http.connectionPoolGCThreadTimelnterval Value:5000
Name:http.connectionPoolLastAccessTimelnterval Value:30000
Name:http.connectionPoolReadAheadEnabled Value:false
Name:http.connectionPoolUseForPOST Value:true
Name:http.cache.synchronousinvalidate Value:true
Name:dynacache.extension.donotcachefornocacheresponse Value:true
Name:dynacache.extension.duplicate_request_detection_for_revalidation_property Value:true
Name:dynacache.extension.duplicate_request_detection_property Value:true
Name:dynacache.extension.lookup_timeout_property Value:4000
Name:dynacache.extension.lookup_url_pattern_property Value:/(AppShare|DocumentShare)/.*
Name:dynacache.extension.mindynacacheextensionentrysize Value:4096

* pressApply
* click on the Save link

Proxy DynaCache Setup

Resources -> Cache instances -> Object cache instances

» if the INDI name "proxy/rtc4web_id_cache" is not present, then press the NEW button to create one
» before pressing NEW, make sure the SCOPE (Node and Server) is set to the HttpProxy of interest

» setthe CACHE Name to "Rtc4web Id Cachel”

» set the JNDI name to "proxy/rtcAweb_id_cache"

» leave the Cache size set to the default of 21000

e press Apply
¢ click on the Save link

DB2 Server Items

DocShare cache header parameters

Note: The following DocShare KEYS will not exist in the database, until you've run something through the
system first. So use a single manual browser exercise to upload a document for conversion before
attempting to set these items.

There is more than one way to make this change. The following instructions are to edit the database
directly.

e Start the DB2 Control Center

* Open the Sametime eMeeting Database

e Open the CONFIGURATION Table
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» Sort alphabetically by the CONFIGURATION_KEY column

* locate the docshare.browsercache.timeToLive item, and set it to 86400 seconds (i.e 24 hours)
» locate the docshare.sharedcache.timeToLive item, and set it to 900 seconds (i.e. 15 minutes)
* make sure you COMMIT the changes

LDAP Server Items

IBM IDS LDAP Server Optimization

The WAS Directory Services use a connection pool to manage the quantity of simultaneous connections
to the LDAP server for "normal” LDAP calls. However, for login, it is necessary to use a unique connection
for each individual user in order to properly authenticate the request. Therefore, it is possible for many
connections during login to be created between WAS and LDAP.

Our current LDAP server will output an error diagnostic to its log file if the maximum number of
connections configured is exceeded. This maximum can be increased as necessary and is detailed for
IBM's IDS LDAP Server Tuning at the following link; (SLAPD_OCHANDLERS)
http://www-01.ibm.com/support/docview.wss?uid=swg21165974

The settings for 3,000 users logging in over a 5 minute interval:

ibm-slapdSetenv: SLAPD_OCHANDLERS=100
ibm-slapdDbConnections: 40

WebSphere Cache Monitor Installation (DynaCache Monitoring utility)

This process is only necessary if it is desired to monitor the various DynaCache items leveraged within the
STMeetingServer application.

WebSphere Cache Monitor

The CacheMonitor application is packaged and available to be installed as part of WebSphere. It is not
installed by default, but is available. The CacheMonitor application provided with WebSphere is a "basic"
version that only monitors a subset of the DynaCache items within the system. In order to monitor "all"
DynaCache items, including the extended DynaCache objects used by Sametime eMeetings, an extended
update is available and needs to be installed on top of this baseline version supplied with WebSphere.

The following process outlines the mechanics necessary to install the CacheMonitor application.

First, enable servlet caching

e Servers -> Server Types -> WebSphere application servers

O locate and press the STMeetingServer link

o under the Container Settings section, under the Web Container Settings area, click on the Web
container link

o under the General Properties section, make sure the Enable servlet caching checkbox is checked

O press Apply

o click on the Save link

« Applications -> Application Types -> Websphere enterprise applications

o locate and press the Install button
browse the local system file system and select the CacheMonitor.ear located in the default

WebSphere directory: C:\ProgramFiles\IBM\WebSphere\AppServer\installableApps.
o select the Fast Path installation and take the next+next+next defaults, then finally the finish button

(@)
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O press the Save link to complete the installation

Before starting this newly installed application, download and install the following update which adds
"extended" DynaCache monitoring features:

This is available on the Internet at the following IBM DeveloperWorks location:
http://mww.ibm.com/developerworks/websphere/downloads/cache_monitor.html

Unzip this zip file archive, another zip file is contained within named cachemonitor7_update.zip

» Applications -> Application Types -> Websphere enterprise applications

click the checkbox beside the Dynamic Cache Monitor application

locate and press the Update button

select the Replace, add, or delete multiple files option

browse to the unzipped update file on the local file system cachemonitor7_update.zip
press the Next button

press the "Save" link

O O O O O O

e From the WAS Console Enterprise Application page

(@)

click the checkbox beside the Dynamic Cache Monitor application
locate and press the Start button

O

e Applications -> Application Types -> Websphere enterprise applications

click the Dynamic Cache Monitor application link to enter it's configuration

under the Detail Properties section, locate and click the "Security role to user/group mapping* link

click the checkbox beside the administrator Role, then click the Map Users... button

on the Search and Select Users page, issue a search for the "wasadmin" user using the Search
string field and Search button

when the search completes, select the wasadmin user, and move it from the LEF hand list to the right
hand side of the list

click OK to select this change

o click OK again to confirm this change

o press the "Save" link

O O O O

(@)

(Recommend) reboot/restart the entire Sametime eMeetings set of servers.
In order to access the CacheMonitor utility, use the following URL:
http://yourserver.company.com:9080/cachemonitor

You will need to login with your wasadmin credentials.

For further information on monitoring DynaCache, the following RedBooks are recommended for further
study:

Mastering DynaCache in WebSphere Commerce
http://www.redbooks.ibm.com/abstracts/SG247393.html

WebSphere Commerce High Availability and Performance Solutions
http://www.redbooks.ibm.com/abstracts/sg247512.html
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